Bitcoin
To fork or not to fork: the blockchain’s propensity
to converge

Bassam El Khoury Seguias
August 28, 2018

1 Introduction

The revolution that has been brought about by Bitcoin’s blockchain is a direct
result of its open nature. Indeed, anyone can be part of it, suggest changes to it, mine
new blocks in it, or simply conduct routine validations on it. It is in many respects,
the epitome of decentralization and censorship-resistance. Its appealing nature is
in large part rooted in its rich interdisciplinary foundation that spans across philosophy,
mathematics and economics.

But beyond the elegance of its theoretical underpinning, the blockchain’s seamless im-
plementation rests on an inherent agreement between its different participants. Without
agreement, this harmonious apparatus would likely decay into chaos. The rather flawless
operation of the system is the result of a particular consensus protocol known as Proof

of Work (or PoW for short).

The consensus is meant to be amongst all of the miners on the network. It stipulates
that any miner always extend the chain of blocks with the highest amount of cumu-
lative work. In this context, work is a measure of the expected computational effort
that a miner exerts in order to solve a given cryptographic challenge. In essence, the
challenge consists in finding a value that makes the computation emit an output with a
mandatory minimum number [ of leading 0’s. The work associated with mining a given
block corresponds to the value 2!, where [ is dynamically adjusted to ensure that the
network’s average block rate remains constant at ~ 0.00167 blocks / second (i.e., 1 block
per 10 minutes). We discuss PoW in more detail in another post.

In an ideal setting where all miners are honest (i.e., abide by the PoW consensus
protocol) and where blocks are propagated instantaneously on the network, all the nodes
will always have a unified view of the blockchain — barring the extremely unlikely scenario
of two distinct miners generating two valid blocks at the exact same time. However,
imperfections do exist:
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e Imperfection #1: The network incurs an information propagation delay. As a
result, every new block takes a positive amount of time to reach all the other nodes
on the network.

e Imperfection #2: There exists a subset of dishonest miners that decide to disre-
gard the PoW consensus protocol. Such miners could fork the blockchain and start
mining on top of a parallel chain different from the one with the highest amount of
cumulative work.

Dishonest miners initiating a fork on the blockchain

In the first case, miners are bound to momentarily experience diverging views of the
blockchain. Even if all miners were honest, a network propagation delay would still
cause natural forks to form on the blockchain. This is not desirable because one of
the most important tenets of a well-functioning ledger consists in ensuring a unified view
of the state of the system at any point in time. We will show in section 2 that the
probability of a natural fork occurring at some point in time on a system incurring an
information propagation delay is equal to 1. However, we prove that the probability of
sustaining a natural fork over a certain time interval is upper-bounded by a quantity
that decays exponentially with the length of the interval. Consequently, any natural fork
will collapse within finite time with high likelihood. A blockchain subject to the PoW
consensus protocol is hence inclined to rapidly settle any natural fork that emerges.

In the second case, dishonest miners could stage an attack and maliciously attempt to
redirect the blockchain to another chain of their liking. The likelihood of success of such
an attack (also known as a 51% attack) depends on the hashing power of the dishonest
miner or pool of miners. We will discuss this case in section 3.

2 Probability of sustaining a natural fork when all
miners are honest

We start by defining the following network parameters:



2018 Bassam El Khoury Seguias ©

Let ¢ > 2 denote the total number of miners on the network. We let m; denote the
th

i*" miner, i € {1,...,q}.
Let h; denote m;’s hashing power, ¢ € {1,...,q}. And let H = X7_,h; denote the
network’s total hashing power.

Let A denote the network’s block rate in units of blocks per second. Moreover, let
Ai = (%)X denote m;’s specific block rate, i € {1,...,q}. Hence A = >"% A,

Let ¢;; denote the average time in seconds it takes to propagate a block from m;
to m; and vice versa (assuming symmetry). We define the network’s propagation
delay to be t, = maw; jeq1,.. .q1ti;- We also define the network’s propagation unit to
be t, = min; jeq,.. qytij-

The probability that m; generates k blocks (k € NT) within an interval of ¢t > 0
seconds follows a Poisson distribution with mean equal to \;t blocks. As a result,
Vi € {1,...,q} we have:

P[m; generates k blocks within ¢ seconds | = (’\;j)k e it
We also define the following four events:
o Fr = At least one fork of the blockchain is formed at some point in time

t; € (0,7]”. The time origin ¢ = 0 can be chosen arbitrarily.

DB = 7A fork is formed at block #B of the blockchain. All miners shared a
unified view of the blockchain right before #B’s addition by a given miner.”

Sr = "A fork that was created at time ty > 0 is sustained (i.e., does not collapse)
for a minimum duration of T seconds right after its formation.”

DSt = 7A double-spend transaction coexists with the legitimate transaction, T
seconds after the latter got added to a certain block”.

Note that in what follows, we make the following two assumptions:

1.

The PoW consensus protocol consists in extending the chain of blocks that has
the highest amount of accumulated work. Theoretically, this is not equivalent to
the longest chain (i.e., the chain with the highest number of blocks). However, for
all practical matters, we assume that they are equivalent going forward.

The block propagation delay ¢, as defined earlier could be a large number since
there might be nodes on the network that take a large amount of time on average
to receive a given block. In general, block propagation statistics are described in
terms of percentiles tracking how long it takes to propagate a block to a certain
fraction of the network [2]. For all practical matters, we assume that ¢,
corresponds to the average time taken to propagate a block to 99% of the network.
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Our objective is four-fold:

1. We first calculate the probability P|F| of a natural fork occurring at some point
in time (assuming all miners are honest) and show that it is equal to 1.

2. Second, we derive a non-trivial upper bound on P[D?], for any given block #B.
3. Third, we derive a non-trivial upper bound on P[Sr], decaying exponentially in 7.

4. Finally, we derive a non-trivial upper bound on P[DSr|.

Objective #1: Natural forks on the blockchain happen with probability 1:

e Choose t,, such that 0 < t,, < t,. We can write:

P[F] = limp—soo P[For, ] = 1 — limy_yoo P[Fop. |

tm

where F,;, = "No fork is formed on the blockchain at any time in the interval
(0, nt,,]”

o Vk € {1,...,n}, let Eyy,y = "No fork is formed on the blockchain at any time in
the interval ((k — 1)t,,, kt,,]”. We can then write:
F,

tm

— ﬂzzl E(k7tm) .

o Let (Eo)kt,) = "None of the ¢ miners generate any block in the interval
(k= Dty, kty]”, and let (E1)@y,,) = “One and only one miner out of q
generates at least 1 block in the interval ((k — 1)t,,, kt,]”. We claim that:

E(k7tm) | F(kfl)tm = (EO)(kﬂgm) U (El)(k,tm)7 forall 2 <k <n

To see why, note that if (Ey) ks, and (E1).,,,) were not true, there would exist
at least two miners that generate at least 1 block each in interval ((k — 1)t,,, kt,,].
Since t,, < t,, it must be that at least two parallel blocks (one from each miner)
coexist, hence forming a fork. Indeed, the choice of t,, guarantees that none of the
two blocks will have sufficient time to propagate to the other node. We conclude
that (£o) k) Y (E1)(kt,) is a necessary condition for Ey,.) | Flx—1), to hold.
Observing that (£o) ., and (E1) (s, are disjoint, we get:

PlEGt,) | Fre—1ytm] < Pl(E0)ktm) Y (E1) (ktm)] = PUEO) (ktw)] + [(E1) (e tm))-

e We can calculate P[(Ep)k4,,)] = [II_je~*m = e~ This quantity is independent
of k and so P[(Ey) k)] = Pl(Eo)s,,]

e Similarly, P[(El)(k,tm)] =3, - eiAitm)H?:Lj#ieiAﬂm] = eiktm(zgﬂe)\itm —q).
This quantity is also independent of k and so P[(E1) k)] = P[(£1)4,,.]

e Putting it altogether, we get:
PlEu,] = Pl Egey] = sy (PlEg,) | Fe-t.)) X PlEq,.)]

4
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<y (PEwtn) | Fr-vn]) < iy (P[(Eo)s,] + PI(E1)t,,])
= (P[(Eo)t,.] + Pl(E1)e, )"

o Vje{0,..,q}, let (E;);,, denote the event ”j and only j miners out of q generate
at least 1 block each in an interval of t,, seconds”. One can easily see that for a
finite value of t,,, (Ej):, > 0, Vj € {0, ...,q}. As a result, we have:

P[(Eo)t,] + P[(EV),] < ZjooPI(Ej)r,] =1
e Consequently, we get:

0 < P[Fy) = limy_oo P[Fpt,,] < limy oo (P[(Ep), ] + P[(E1):,])" 1 =0

tm

And since P[F| =0, we conclude that P[F,] =1

Objective #2: A non-trivial upper bound on the probability of a natural
fork occurring at an arbitrary block:

Suppose that all miners share a unified view of the blockchain. At time ¢, one of the
miners adds block #B to the blockchain. Miners that still haven’t received block # B,
(which for all practical matters could take up to ¢p +t,) could generate their own block
and start a fork at #B. We are interested in computing the probability that such an
event occurs, i.e. P[DB]. We define the following:

o UB = "No fork gets formed at block #B, knowing that all miners shared a unified
view of the blockchain right before #B’s addition by some miner.”

° Z/l,fAt = "None of the miners that still haven’t received block #B by time
tg + (k + 1)At, generate any block in time interval (tg + kAt, tg + (k+ 1)At].”

e Let g; a¢ be the total number of miners out of a total of ¢ miners, that still
haven’t seen block # B by time t5 + (k 4+ 1)At. Let these miners be indexed as
{mpys oy, ), and let Ay, denote the block rate of miner my;, j € {1,..., qra¢}-

By letting At — 0, we can write:
I/{B - limAt_;(){mzo:O u]fAt}

And so letting A0 = maxi_,\;, we can write:

9k, A
PlUP] = limag—o{1I32, e =1 t(’\’“jAt)} > limaro{1I2, e*qk»m(’\m”m)}

= limag—of{e™ ZiolararGmar AN} — limAHO{e_Ezo:O[(qk;’At)(q/\wAt)]}

Letting g(t) be the ratio of miners that still haven’t received block # B by time t, we get:

PIUP] > e obnne 5 010

5
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P[DP] = 1 — PUP] < 1 — emPmerllo” o)1)

Note that if all miners share the same block rate 2, then ¢Anae = . As a result, we

would get P[DP] =1 — e o~ 904 (note the equality in this case). For small \, the
upper bound can be approximated by 1 — (1 — A\)Jo” 904 a5 found in [1]. Below is a
representation of a block propagation delay as observed on the 6 of August 2018 [2].
In order to compute g(t), we make the assumption that the share of miners that still
haven’t received the block by a certain time is the same as the corresponding share of
generic nodes.
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We find that [° g(t)dt = 1.25. Using A = s blocks/sec, we get P[D] < 0.208%.

Objective #3: Natural forks collapse with high likelihood in a finite amount
of time:

In what follows, we derive a non-trivial upper bound on P[Sr|. To do so, we will first
find a lower bound on the probability of occurrence of its complement Sy = A fork
that was created at time ty > 0, collapses at some point in time in the interval
(tf, tyor)”. A lower bound on P[Sy] would be given by P[E], where E is an event
whose occurrence is a sufficient condition for Sy to hold true. Our objective becomes

one of finding an appropriate F and calculating a lower bound on P[E].

In the tree below, we depict the different scenarios that lead to a natural fork
formation, starting with a shared view of the blockchain. ¢;,¢,t"; and t; are time
instances corresponding to block formations by miners m; and m; respectively. Recall
that ¢;; denotes the average block propagation time between m; and m;. Scenarios that
lead to a fork formation are one of two types: those that lead to parallel chains of equal
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length (i.e., Type 1) and those that lead to chains of different lengths (i.e., Type 2):

Natural fork formation on the blockchain

# m. creates the
> following block #n, and

O<t—t <ty
# m, creates the Mo fork is created, since #n, would
> following black and 2 have propagated to hence
-1 >=t extending the same blockchain
’
v t; \»"t
o . , # m, creates the
Unified view of m, generates the m, creates the following > following block e
the blockchain next block #n block #(n+1)and t’ >t !

—tLt, >t

#m creates the
> following block #11 , and

—te=ty f—t <ty
#m creates the No fork is created, since #n, and
> following block and 2 #(n + 1) would have propagated to
=t =1y extending the same blockchain
”
vt

m creates the following
block #(n+2) and t" >t

... No forks or

Forks of type 1: Before time t;, all miners share the same view of the blockchain. At
ti, m; (for some i € {1, ..,q}) generates block #n,. At t;, my (for some

fe{l,...q}, f # 1) generates the following block #n such that t; —t; < t;5. If we wait
for ¢, seconds and no miner generates any block in interval (¢7,t 4 ¢,], then at time

(tf +t,) there will be more than one view of the blockchain, all of which have the same
length. If for the following x seconds (z > 0), one and only one my, k € {1,...,q}
generates at least one block #(n + 1), and then for the following ¢, seconds no miner
generates any block, then by time t; + x + 2¢, all forks would collapse. This is depicted
in the figure below:
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Unified view of the blockchain

'—3'“
Block #1 Block #2 Block #3 i(n-1) n
Block #1 Block #2 Block #3

Block #1 Block #2 Block #3 #(n-1) “
Block #1 Block #2 Block #3 “ Block #n;

Unified view of the blockchain

Forks of type 2: Before time ¢; all miners share the same view of the blockchain. At
ti, m; (for some i € {1,..,q}) generates block #n;. At t;, m; mines the next block

#(n; +1). At ty, m; (for some j € {1,..,q}, 7 # i) generates the following block

#n; (0 <ty —t; <t;r) Two views of the blockchain will coexist at t¢, with one being a
longer chain than the other. If we wait for ¢, seconds, and no miner generates any block
in interval (¢;, t; +1t,], then by (¢; +1t,) all forks would collapse. This is depicted in the
figure below:

Unified view of the blockchain

Unified view of the blockchain

One consequence is that given a fork that was formed at time ¢, if we ensure that for
the next ¢, seconds no miner generates any blocks, and that for the subsequent x



2018 Bassam El Khoury Seguias ©

seconds one and only one miner generates at least 1 block, and finally for the
subsequent ¢, seconds no miner generates any block, then the fork would collapse in the
interval (t7, ty + x + 2t,]. This construction ensures a sufficient condition for a fork to
collapse within a specific time interval. In what follows, we formalize our approach:

o Let k € Nt and let v € RY.. We refer to x as the interval design parameter
expressed in units of seconds. We define the following events:

L. (Eo) (k2 = "No miner out of q generates any block in time interval
(t; + k(x4 2t,), tp+ ko + (2k 4+ 1)t,)”
2. (E1)(k2) = "One and only one miner out of q generates at least 1 block in
time interval (t; + kx + 2k + 1)t,, t;+ (k+ 1)z + (2k + 1)t,]”
(
(

E5)(kz) = "No miner out of q generates any block in time interval
ty+ (k+ 1)z + 2k + 1)t,, ty+ (k+1)(2+2t,)]”

4. Bz = "Any fork that could have existed at time t; + k(x + 2t,) collapses at
some time in the interval (t; + k(x + 2t,), t;+ (k+1)(z + 2t,)].”

5. By, = "At least one fork that existed at time t; + k(x + 2t,) is sustained
throughout time interval (ty + k(x +2t,), ty+ (k+1)(x + 2t,)].”

e The previous logic allows us to conclude that if (Ey)k.z), (E1)ke) and (Es) k) are
all satisifed, then E ;) will hold true (k > 0), and so will Ea) | Eg-12), - £(0,2)
(k > 1). We conclude that the event (Ep)kz) N (E1)kz) N (E2) k) is sufficient for
the occurrence of Ey,z) (k> 0) and Ey g | Eg-1.), -, Loz (k> 1). We get:

PEwD], PlER) | Eg-12)s - Eox] > Pl(E0) k) N (E) k) N (E2) k] =

P [N{_,(m; does not create any block in time interval
(t; +k(z+2t,), t;+ ke + (2k+1)t,]) N

U, {m; creates at least one block in time interval
(ty + ko + 2k + 1)ty ty + (b + Dx + (2k + 1)t, | NI, ;; (m; does not create any
block in time interval (t; + kz + (2k + 1)t,, t;+ (k+ 1)z + 2k + 1)t,))}

ML, (m; does not create any block in
(tr+(k+Dx+ 2k+1)t,, tr+ (E+1)(x+2t)]) |

Recognizing that all the events appearing under the union symbol above are
disjoint, and that all the intersections are taken over independent events, we get:

p[E(k,:c)]7 p[E(k,x) | E(k*l,l)) -~-7E(O,x)] Z
[Egzl(l_e—)\ix)e—(/\—ki)x]e—z\tp — e—A(z+2tp)[E<i1:1€/\ix o q]

e Now note that ¥{_,et® = g x XL 1—6 . And since the exponential function is
convex, we can invoke Jensen’s 1nequa1ity to conclude that Vo € R* we have:

NI Mt > g x eFimhin)/a = gen)/a
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e As aresult, Vo € RY,

Pl(E) sy PlEG2) | Eh-12)s s Blom)] > qe”2et2t)[e(2)/a 1]

And so

P[E(k’m)] =1— P[E(k@)] <1- qe_A(m"‘%p)[e()\f)/q _ 1]’ and

PlEwgs) | Ed-12) - Loz =1 = PlEwg | Eg-12), - Foxn] <
1 — qef)\(erQtp)[e()\z)/q _ 1]

e Let n € N*. In order to sustain a fork over a minimum duration of n(z + 2t,)
seconds after its formation at time t;, we must sustain it over each interval of time
of the form (t; + k(z + 2t,), ty + (k+1)(x + 2t,)], Vk € {0,...,n — 1}. This
implies that:

Snr2t,) = Mg Eka)

As a result, Vo € RY, we can write:

PlSusat)] < PIiZoEka)] = I PEa) | Bg1a), - Bom) X PlEopa)] <
(1 — ge e+2t)[Oa)/a _ q])n
And in particular, P[S,(4a1,)] < mingso(1 — ge 2@ F2) [ea)/a — q])n
e Finally, for a given time interval of T" seconds, we can write:
PISr] < mingso(l — ge@+2) [e(a)/a H)Lﬁj
Where |.] denotes the floor function.

The objective function on the right-hand side of this inequality is not smooth due to
the presence of the floor function. As a result, finding a closed form analytical solution
might prove difficult. However, numerical methods could be employed to find the
optimal upper bound. Observe that this upper bound decays exponentially with 7" and
eventually converges to 0 when 7" — co. We use the value of ¢, = 13.3s that
corresponds to the average block propagation delay to reach 99% of the network
observed over a period of time extending from May 1°¢ 2018 to August 18 2018 [2].

10
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BLOCK PROPAGATION DELAY TO REACH 99% OF NODES
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Below, we include various graphs of this upper bound for different values of 7" and for

fixed A = 6—(1)0 blocks/s, t, = 13.3s, and ¢ = 5000 miners.

UPPER BOUND ON THE PROBABILITY OF A FORK LASTING AT LEAST T SECONDS
A= 0.00167 blocks/sec, t;= 13.3 sec, g= 5000 miners
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These graphs show that for the pre-defined values of A, ¢, and ¢, the probability that
a natural fork survives 7' = 20 minutes (which on average corresponds to the addition of
2 new blocks on the blockchain) is upper-bounded by 0.25 (or almost 1 in 4 cases).
When 7' = 60 minutes (i.e., the duration required to add an average of six new blocks
on the blockchain), the upper bound goes down to 0.015 (or almost 1 in 67 cases). And

11
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when 7" = 120 minutes, it goes down to 0.00022 (or almost 1 in 4500 cases).

In the graphs above, we assumed a fixed block rate A of 1 block per 10 minutes. This
is the value used in the Bitcoin protocol. For what it is worth, one could further
optimize the upper bound over positive values of . For fixed ¢,, ¢, and T', the tightest
upper bound becomes:

T
minm,)\>0(1 — qe_A(x'i‘Qtp)[e(/\x)/q — 1])Lz+2th

In order to solve it, we first find the optimal value of A = A\*(z) that solves the following
optimization problem:
o

minyso(1 — qge  M@+2) [eO2)/a 1])Lm

Note that since the exponent appearing in the objective function does not depend on A,
and since the base is a positive quantity, we can solve the following equivalent
optimization problem whose objective function is now smooth:

minyso(1 — qge M@ +2t) [eP2)/a _ 1))

Note that when A = 0 or when A — oo, the objective function tends to 1. The objective
function turns out to be convex in A\ and we can solve for A*(z) by setting its first
derivative with respect to A equal to 0. Doing so, yields:

N(a) = (4) In(Gl2e)

g—1)z+2qtp
The tightest upper bound over all positive values of x and A can then be written as:
: _ ge— M@t [Oa)/a 1) leres]
ming~o(l — ge e 1]) »

For each of the following graph, we let ¢, = 13.3s, ¢ = 5000 miners. and specify a
particular value for T. For each value of z, we then calculate the corresponding \* as

T
outlined above, and plot the graph of (1 — ge™ @ +2%)[(\"@)/a 1])Lw+2’fpJ :

12
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UPPER BOUND ON THE PROBABILITY OF A FORK LASTING AT LEAST T SECONDS
THE OPTIMAL BLOCK RATE A * (x) IS CALCULATED FOR EACH VALUE OF x, t_p =13 3 sec, q = 5000 miners
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Objective #4: A non-trivial upper bound on the probability of a
double-spend transaction coexisting with the legitimate transaction 7T
seconds after the legitimate transaction is added to the blockchain:

The derivations above demonstrate that even if all miners were honest, forks are
bound to happen, although they collapse with high likelihood after a finite time of their
formation. The existence of natural forks could encourage dishonest customers to
engage in double-spending behavior.

To see how, consider a scenario in which a customer spends some satoshis to purchase
a physical product. Let the transaction be denoted 4. Suppose that at ¢ = 0, the
vendor sees his transaction 7i.g; included in block # B for the first time on the
blockchain. Suppose that the customer issues another transaction Tpaicious (before or
after ¢ = 0) destined to himself and that uses the same UTXOs as Tjegir. There is a
chance that both Tj.zi and Tparicious be selected by two different miners and included in
two separate coexisting blocks. We define the following double-spending event:

DSt = "Thaticious 0nd Tiegir coexist on the blockchain T seconds after Tiegit s addition to

the blockchain in block #B”

Note that if no fork is formed at or before block # B, then T,,aicions Will not
constitute a double-spending risk since 7.4+ would have propagated to all nodes.
Consequently, a necessary condition for a double-spending risk to exist consists of the
union of the following events:

o DB = "A fork is formed at block #B and Traticious 15 added to this fork at some
point in time. All miners shared a unified view of the blockchain right before #B’s
addition”

13
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o DB = 7A fork was formed at some block #DB,, preceding # B and Tpaiicious 15 added
to this fork at some point in time. All miners shared a unified view of the
blockchain right before #B,’s addition”

We would like to calculate a non-trivial upper bound on P[DSr]. We can write:
P[DS7| = P[DSt N DB] + P[DSr N DPr]
1. P[DSrND?| = P|DSr | DP] x P[D?]
We saw earlier that P[DP] < 1 — e~ maz(Js” 904 Noreover, DSy | D = Sy.
And so P[DSy | DP] < PSr] < mingso(l — gee+20)[e0)/a _ 1]l

Assuming that 7' > x + 2t,,, we get

P[DSy | DB] < mingso(l — g 42 [00)/a _ 1])7755 1

2. Let k be a non-negative integer and let At be an arbitrary interval of time.
Without loss of generality, assume block #B was added at ¢t = 0. Define DB+ =
"Block #B,, preceding #B was created in interval [—(k 4+ 1)At, —kAt), a fork was
formed at # B, and Tyaiicious @5 added to this fork at some point in time. All
miners shared a unified view of the blockchain right before #B,’s addition”.

We can write:
P[DST N DBP] = limAHO EZO:O P[DST N DBP’]“]
= limag 0 22, P[DPr*] x P[DSt | DPri]
Note that
o P[DBr+] = P[DPrx N DB = P[DB] x P[DB+ | DP.
e DBk | DB = At least one block is added in interval [—(k + 1)At, —kAt)].
e DSt | DBrk = ST-i—kAt
We then have:
P[DBr+] < P[DP?] x P[ At least one block is added in [—(k + 1)At, —kAt)]

As a result,

P[DST N DBP] <

T+kA
limago {P[DB?] x (1 — e84 2% ming.o(1 — ge Me+20) [e(An)/a 1])L wi?tptj}

14
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Assuming T' > z + 2t,, we get P[DSy N DPr| <

T+kA
lim st {PDP] x (1 — e=80) 532 min,so(L — ge~ w2 [e0)/a 1)) 5851

In the limit when At becomes infinitesimally small and tends to dt, the quantity
(1 — e 2% tends to Adt. We can then write

PIDSy NDPr] < PIDP] mingso [ (1 — qe o2 [e0)/a — 1])7555 " gy

. —A(z+2t Nz z %—1
_ P[DBp] MiNg~0 ln(l_qe*A(miQtzﬁ[sz\w)/q_l])(1 —qe A +2tp)[e(>\ )a _ 1]) +2tp

Similar to P[DB], we have P[DBP] <1 — e Pmas(f5 9()dt)

We then conclude that P[DS7] <

mingso (1—e Mo 90 x (1 —ge M2 [eOnfa 1)) w520 (1_ln(l_qefx?£+;i€ﬁ(m>/q_1]))

The graphs below depict the upper bound on the probability that a double spend
transaction Tpaiicious cO€Xists with Tjegr on the blockchain 7' seconds after Teg; is added
to block # B, for various values of x and T.

UPPER BOUND ON THE PROBABILITY OF A DOUBLE SPEND TRANSACTION COEXISTING WITH THE LEGITIMATE TRANSACTION T SECONDS AFTER THE LATTER IS SENT
A= 0.00167 blocks/sec. ;= 13.3 sec, g = 5000 miners
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The above graphs show that if before handing over the goods, the vendor waits for an
additional 7" = 20 minutes after he sees 7.4 added to block # B on the blockchain
(which at a block rate of A = ﬁ blocks/s would roughly correspond to two additional
blocks on top of #B), then for A\ = ﬁ blocks/s, t, = 13.3s, ¢ = 5000, and all miners
being honest and sharing the same hash rate, the probability of a double-spend attempt

coexisting with 7.g; at time 7" is upper-bounded by 0.00149. That means that there is
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at most a probability of 0.00149 that T, ,aiicious 1S Still part of a parallel fork. By virtue

of being sustained, it could still become part of the longest chain. If this happens, Tjcgi
gets thrown back into the mempool and 7,,4ici0us gets validated instead. On the other

hand, waiting for an an additional 7" = 50 minutes (i.e., roughly 5 additional blocks on
top of #B), would bring down this probability to 0.000183.

One could also optimize the upper bound not only over z but also over A. Below is a plot
showing the optimal value for the case T'= 60 minutes. In this case, the tightest upper
bound is 1.33 x1077, which is achieved for A = 0.01476 blocks / sec and x ~ 33.5 sec.

UPPER BOUND ON THE PROBABILITY OF A DOUBLE SPEND TRANSACTION COEXISTING WITH THE LEGITIMATE TRANSACTION 3600 SECONDS AFTER
THE LATTER IS SENT, ALL MINERS HAVE THE SAME HASHING POWER, (f, = 13.3 sec g = 5000 miners)
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A small note on the value of A: To the extent of our knowledge, Satoshi’s choice
of A = ﬁ blocks/s is not the result of a pure mathematical optimization exercise. The
larger the value of A, the higher the probability of a natural fork occurring. Natural
forks are not desirable as they possibly pave the way to double-spending attempts.
Another important consideration has to do with the storage capacity requirement and
the rate of growth of such capacity that needs to be maintained at the level of each full
node on the network. A higher A\ means faster transaction processing but also faster
growth of ever-increasing storage requirement. It is most likely that only a handful of
nodes would be able to afford such storage requirements, subsequently leading to a
centralization scenario. This stands in sharp contrast with Bitcoin’s fundamental
philosophy. On the other hand, a very small A would cause the network to be painfully
slow. As a result of this tradeoff, Satoshi’s choice of A = ﬁ blocks/s is probably a good
compromise.
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3 Probability that dishonest miner(s) succeed in
creating a dominant fork: 51% attack

In this section we look at the second type of imperfections. More specifically, we turn
to the possibility that a subset of dishonest miner(s) decide to disregard the PoW
consensus protocol and mine on top of a parallel chain different than the one with the
highest amount of cumulative work.

This type of behavior has been introduced and analyzed in section 11 of Nakamoto’s
seminal paper [3]. The analysis demonstrates that dishonnest miner(s) could possibly
generate a parallel chain that overtakes the original honest chain. As a consequence,
malicious miner(s) could potentially engage in double spending behavior.

Such a scenario is commonly referred to as a 51% attack, although malicious
miner(s) do not necessarily need 51% of the total hashing power of the network to
launch a double spending attack. A control of 51% or more of the total hashing power
will however guarantee that the attack will be successful. On the other hand, control
of less than 51% is not associated with a deterministic state of success, but rather a
probabilistic one. The analysis in [3] quantifies the probability of success as a function
of said control. In this section, we simply clarify the mathematical foundation of this
analysis.

Building on the notation used in section 2, we define the following quantities:

o Let {my,,....m;, } C {my,...,my} be the subset of malicious miner(s) staging a
51% attack.

LISV , .

o Let r= % denote the fraction of the total hashing power controlled by the
malicious miner(s). Note that in [3], this quantity is denoted by ¢ (in our
notation, ¢ refers to the total number of miners).

e Let p =1 — r denote the fraction of the total hashing power controlled by the
honest miners.

e Let Tjegit correspond to the legitimate transaction against which {m,, ..., m;, } will
stage a 51% attack, and let #B be the block containing ey

e Let (At), denote the interval of time extending from the moment 7.4 was added
to #B to the time the z* subsequent block following # B got added to the honest
chain.

We also define the following two events:

1. A% = "The subset of malicious miner(s) with a fraction r of the network’s total
hashing power conduct a successful 51% attack on Tiegit, and Tiegir has been
previously validated by the addition of z blocks on top of #B on the honest chain.”

2. My,,.. = "The subset of malicious miner(s) with a fraction r of the network’s total
hashing power created and added k blocks to the parallel chain in interval (At),.”

17
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We can write:

P[Ai,lz] = 220:0 P['A?ﬂ,lz N Mk,r,z] = z120:0 P[A?",lz |Mk,r,z] X P[Mk,r,z]
Calculating P[M,,..] : Given a network block rate of A blocks/sec, the rate
associated with honest miners is pA blocks/sec, and that associated with malicious
miner(s) is 7A blocks/sec. As a result, (At), = 5 sec. In this interval, the subset of
malicious miner(s) generate an average of (rA).(:5) = 72 blocks. As a result, we can
model malicious miner(s) block generation over this inteval as a Poisson process with
mean gz blocks. We get:

(Z2)F & P

P[Mk’,r,z] = A

Calculating P[A> [M,,.] : Knowing that in interval (At), the malicious miner(s)
generated k£ blocks on the parallel chain, we need to calculate the probability that the
malicious miner(s) catch-up to the honest chain and generate a parallel chain that is at
least as long (note that technically speaking, the parallel chain should be one block
longer than the honest chain for the attack to be successful, but Nakamoto’s analysis
considers the case of equal length instead). Clearly, if k£ > z, the probability is 1. When
k < z, we can model the process as a binomial random walk whereby given that the
malicious miner(s)’s parallel chain is (z — k) blocks shorter than the honest chain:

a Every time the malicious miner(s) generate a new block, the gap gets reduced by
1.

b Every time the honest miners generate a new block, the gap gets increased by 1.
¢ Otherwise, the gap remains the same.

This problem turns out ot be a slight variant of the Gambler’s Ruin Problem that
we introduce next.

e The Gambler’s Ruin Problem:

{ The setting consists of a gambler who initially has 2 > 0 units of currency

(UOC for short).

{ The gambler engages in a series of bets whereby every time she wins she gets
UOC 1, and every time she loses, she gives UOC 1.

{ Suppose that the gambler has a probability 0 < w < 1 of winning each bet
and a probability [ = 1 — w of losing. All bets are mutually independent.

{ The objective is for the gambler to reach a fortune of UOC f > x before
losing all her capital. As a result, the process will stop if either the gambler
accumulates UOC f or if she sees her capital reduced to 0.

In what follows, we calculate the probability that the gambler wins knowing that
she started the game with UOC z. This is the probability that she reaches a
fortune of UOC f at some point in time knowing that she started off with UOC =.

18
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We denote it by w(s4). A similar derivation can be found in [5] and [4]. Note that
in this version of the game, the gambler cannot play if she does not have a
positive amount of capital to start the betting process with. This stands in
contrast to the aforementioned situation where malicious miner(s) start off with a
block deficit. Later on, we will account for this variation.

We start by defining the following events:

{ W = "The gambler wins”
{ W1 = "The gambler wins the first bet in the series”
{ L1 = "The gambler looses the first bet in the series”

And let X be a random variable denoting the amount of capital held by the
gambler at the beginning of the game.We can write:

PW | X =a]= PVAW, | X =a] + PW ALy | X = 4]

=PW|X=x+1xPW | X=z]+PW|X=z—-1xP[L| X =1]

In other terms, we have:
W(pa) = W-W(fat1) T LW(a-)
= (WA Dwge = wwen) + Lwge
= (W(rarn) = W) = (5)-(Wira) = Wira-1)

= W(fa4+1) — W(fz) = (%)ﬁ W(f,1)5 since wW(fr,0) = 0

We can write:

W(pat1) — WY = oy (Wipja1) — wirg) = By ()] wipn

And so, w(sa) = [E?;ol( SV wiy =

w

=Ly :
{ 2] wi, ifw #1

{ o wiy, fw=1=3
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Noting that 1 = w(y s and applying the above when z = f, we get

1—(L)f
w.

{1=[55%

; ] ’w(f’l) s ifw 7&[

{ 1:f.w(f’1), iwalI%

Which then allows us to conclude that ws,) =

1_l

[t it £

{%, ifw:l:%

Putting it altogether, we get w(s,) =

!

1—(Lyr, .
{ (=), ifw Al

w

{%, ifw:l:%

e Adapting the Gambler’s Ruin Problem to the case of a 51% attack: In
the context of a 51% attack, and for k < z, P[A2} |My,..] is the probability that
the subset of malicious miner(s) catch up to the honest chain when the malicious
miner(s)’ parallel chain is (z — k) blocks behind. In other terms, the malicious
miner(s) have a deficit of (z — k) blocks at the beginning of the process and we are
interested in calculating the probability that they catch-up at some point in time.
Note that under this setting, the block deficit may widen without having any
lower-bound constraint.

In the setting of the Gambler’s Ruin Problem, the gambler cannot play when she
is in a deficit and will have to stop as soon as her betting capital reaches 0. As
such, the problem must be modified to account for a scenario where the gambler
could borrow unlimited credit if need be, to continue playing the game.

An equivalent formulation consists of a gambler having an infinite amount of
capital to start with. Formally, we assume the same setting as the original
problem. The gambler however, has a deficit of UOC d. She then borrows UOC

x > d and starts the game with the objective of reaching UOC f where f = x + d.
If she wins, she returns UOC z to her creditor and keeps UOC d so as to
break-even. In case she loses, she does not return anything to her creditor.

We then let x — oo, and compute the corresponding probability of success. In our
block deficit case, d = z — k blocks.
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We get 1imy o0 [Wiet(z—k), o)) =

. 1—(Ly® .
{ lzmx_mo [1_(5)&:%], if w 7é l
Next, note that if w < I, then lim, ()™ = 0. And so

w

, 1- (L) : (=== W\ (2—
limy o0 [W] = limg 00 [W] = (P

And if w > [, then limxﬁm(i)w = 0. And so

. 1—(L)®
limg o0 [W] =1
Finally, if w = I, then lin, o0 [5—5] = 1.

As a result, limy oo [W(at(a—k), )] = (%)(Z*k) ifw<l{, and 1ifw>1

If malicious miner(s) are not incurring a block deficit, i.e., k > z, then
P[-A?lz |Mk,7”,2'] =1
Otherwise, if k < z, then noting that the probability of malicious miner(s) finding

the next block is equal to r and the one corresponding to the honest miners is
equal to p, we get:

PIAY, [My,..] = (g)(z_k) ifr<p, and 1ifr>p

The calculations above allow us to conclude that:

and PlADL] = X020 [2=0—] =1, ifr >p

In the graphs below we plot the probability of a successful 51% attack as a function of
the fraction r of the total hashing power controlled by the subset of malicious miner(s).
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We do so for different values of the block validation height = :

PROBABILITY OF SUCCESS OF A 51% ATTACK AS A FUNCTION OF THE FRACTION r of THE TOTAL HASHING POWER CONTROLLED BY THE MALICIOUS MINER(S)
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For example, assuming that malicious miner(s) controlled 15% of the total hashing
power of the network (i.e., 7 = 0.15), then a block validation height of 6 blocks (i.e.,
z = 6) is associated with a probability of a successful attack of 0.268%.
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